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Protecting Classified & Sensitive Information Is Our Business

|nsider Threats|ncidents

Could They Happen To Your Organization?
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Definitions Of Insider And Insider Threat

An Insider could be someone who has authorized access to an organization facilities, data,
information systems and networks. (Employee, Ex-Employee, Trusted Business Partner,
Contractor or Maintenance Per sonnel)

Insider _Threat: A person with authorized access, who uses that access, wittingly or
unwittingly, to harm national security interests or national security through unauthorized
disclosure, data modification, espionage, terrorism, or kinetic actions resulting in loss or
degradation of resources or capabilities.

|nsider Threat Actions
Could intentionally or unintentionally;
x Compromise an organizations security, affecting the confidentiality, integrity and
availability of an organizations data, infor mation systems and networks.
x Compromise an organizations ability to protect it’s facilities and personndl.

|nsider Threat Damages
Can include, but are not limited to;

X Espionage, criminal enterprise, fraud, theft and unauthorized disclosure of information
(Classified Information, Sensitive Information, Intellectual Property, Trade Secrets,
Personally I dentifiable Infor mation (PI1) )

X Information Technology Sabotage

X Any action that results in the loss or degradation of an organization resources or
capabilitiesand it’s ability to accomplish its mission or business function.




Examples of National Security Data Breaches

WikiL eaks Data Breach (Sour ce)

U.S. soldier Bradley Manning was sentenced on Wednesday to 35 yearsin a military prison for turning
over more than 700,000 classified files to WikiL eaks in the biggest breach of secret data in the nation's
history.

NSA Data Breach (Source)

In June 2013 Edward Snowden an NSA contractor leaked very highly classified documents on NSA’s
Surveillance Programs. Snowden is responsible for one of the most significant leaks in U.S. political
history. Snowden is a 29-year-old former technical assistant for the CIA and who worked for defense
contractor Booz Allen Hamilton at the time of the data breach. Snowden has sncefled the U.S.

Other Trusted | nsider s Gone Bad
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http://www.reuters.com/article/2013/08/21/us-usa-wikileaks-manning-idUSBRE97J0JI20130821
http://www.theguardian.com/world/2013/jun/09/edward-snowden-nsa-whistleblower-surveillance

Examples of Insider Financial Fraud
#1 For example, an IT contractor used his insider knowledge and access to steal $2 million
from his client banks by exploiting his ability to upgrade software on the bank’s computers.
With that kind of access, hewas ableto install softwarethat posted fraudulent transactionsto
his accounts. He managed to get away with thisfor almost two and a half years.
http://www.ther egister.co.uk/2010/04/30/it_consultant sentenced

#2 In a case that combines financial fraud with privacy breaches, three Sacramento,
California men, including a former bank employee, conspired to gain unauthorized access to
the bank’s computer systems, steal personally identifying infor mation, and commit bank and
computer fraud. One of the convicted collected customer infor mation such as name, address,
date of birth, Social Security Number (SSN), driver’slicense number, and credit card account
details. The information was used to commit identity theft, including creating fraudulent
financial instrumentsin thevictims names.
http://www.]ustice.gov/criminal/cybercrime/thomasl ndict.htm

#3 Banks are not the only victims of insder financial fraud. A former auditor to a California
water utility attempted to transfer $9 million from the utility’s bank account shortly after
resigning his position. He did this by accessing two password protected computers. Neither
physical access controlsnor logical access controls prevented the fraudulent transfers.
http://www.ther egister.co.uk/2009/05/26/utility transfer heist



http://www.theregister.co.uk/2010/04/30/it_consultant_sentenced
http://www.justice.gov/criminal/cybercrime/thomasIndict.htm
http://www.theregister.co.uk/2009/05/26/utility_transfer_heist

Example Of Intellectual Property Theft
#1 One chemist for an international chemical company tried to advance his career by stealing
trade secret information on improving the longevity and performance of LED’s. He stole
samples and documents describing chemical processes that could have been used to jump
start development of a competitive product.
http://www.]ustice.gov/criminal/cyber crime/mengPlea.pdf

#2 In another case, a low-level engineer managed to steal $1 billion (yes, that is with a ‘b’)
worth of intellectual property. The engineer resigned his position working for a major
microprocessor manufacturer to go to work for a competitor. While still employed by the
victim and supposedly using remaining vacation time, he went to work for the competitor. His
access to the victim’s computer systems were not terminated until a week after he started
with the competitor. During this period, the engineer downloaded 13 “top secret” (internal
classification) documents from his soon to be former employer. The documents contained
details on the process for developing next generation micropr ocessor s.

http://r egmedia.co.uk/2008/11/06/amdintel paniindictment.pdf.



http://www.justice.gov/criminal/cybercrime/mengPlea.pdf

Examples Of Sabotage
#1 Take the 2008 case of a disgruntled IT professional at a mortgage company. According to
an indictment, shortly after being fired from a mortgage company, aformer | T administrator
planted a series of scripts that would execute a few monthsin the future and destroy data on
all production, test, and development servers (4000) at the company. Known as logic bombs,
these scripts could have disrupted operations for a week and cost the company millions of
dollarsto recover had they not been discovered and disabled.

The former employee's position gave him access to servers throughout the organization.
Between the time he was notified of being fired and his access privileges were actually
terminated, the former IT administrator embedded several malicious scripts inside a
legitimate application.

The script included commands to:

« Copy maliciousfilesto a server and begin running them

 Block monitoring programsto mask the activities of thisscript asit executed

 Disable administrative loginsto the administrative and backup production servers

* Remove root password access

* Overwrite data on the server with zeros

e Disrupt softwar e supporting high availability

The script would then copy itself from initial target server to the other 4000 serversin the
company.

The company was fortunate that an engineer came across the scripts several days after the
former employee was ter minated.
http://www.ther egister.co.uk/2009/01/29/fannie_mae_sabotage averted




Examples Of Sabotage (Continued)
#2 A former |IT consultant who caused $1.2 million (Australian) in damages to his former
employer by deleting more than 10,000 user accounts on government servers. The man was

trying to demonstrate security vulnerabilities in the systems; he was also drunk and upset
that hisfianceé had broken off their engagement.

http://www.ther eqister.co.uk/2009/03/13/nt hack convict

#3 A subcontractor to the IRS planted a logic bomb on three servers prior to being
dismissed. The scripts included commands to disable system logs, delete files, and overwrite
the malicious code to prevent detection.

(http://www.justice.gov/criminal/cyber crime/car penter Plea.htm

#4 A former network administrator changed passwords on a city FiberWAN and refused to
disclose the new passwords to administrators leaving the city without administrative control
of the network for 12 days.

http://www.computerworld.com/darticle/9176060/Childs found quilty in SF network pass
word case



http://www.theregister.co.uk/2009/03/13/nt_hack_convict
http://www.justice.gov/criminal/cybercrime/carpenterPlea.htm
http://www.computerworld.com/s/article/9176060/Childs_found_guilty_in_SF_network_password_case

Examples Of Insider Abuse and Privacy Breaches
#1 In one case, a call center employee for a maor U.S. bank stole private customer
information in an attempt to establish fraudulent credit card accounts. The employee
attempted to sell name, date of birth, and other personal information in return for a share of
gainsfrom credit card fraud. Theincident could have potentially cost the bank $1.3 million.
http://www.ther egister.co.uk/2010/06/08/bank insider data theft

#2 A financial analyst for a subprime division of a major mortgage company sold up to 2
million records containing personal and financial information of mortgage applicants. The
analyst sold batches of approximately 20,000 records for $400 to $500 each. The perpetrator
was able to continue for about two years, in part because he used a computer without the
same security controls asthe othersin the office.
http://articles.latimes.com/2008/aug/02/business/fi-arrest2



http://www.theregister.co.uk/2010/06/08/bank_insider_data_theft
http://articles.latimes.com/2008/aug/02/business/fi-arrest2

L og Audit Reveals Developer Outsourced His Job To China, While He Surfed The Internet All Day At
Work

The company started monitoring logs being generated at the VPN concentrator, and discovered an open
and active VPN connection from Shenyang, China, to one of their employees workstation. What's more,
they discovered evidence of the same VPN connection being established almost every day for months
before.

http://www.net-security.or g/secwor ld.php?id=14247

Army Reservist Sentenced for Procurement Fraud

On June 13, 2014, David Young was sentenced to 42 monthsin prison and 36 months supervised release.
According to the plea agreement and court records, while in Afghanistan, Young was involved in and
knew sensitive infor mation about a contract for logistics and weapons maintenance support for Afghan
commando units. Young provided sensitive and protected information to the company that won the
contract and received more than $9.4 million from the proceeds. Thiswas a joint investigation with | CE-
Homeland Security I nvestigations, Internal Revenue Service-Criminal Investigation, and U.S. Army CID.
http://go.usa.gov/9thQ

|nsider Threat Sabatoage

A 63-year-old, former system administrator that was employed by UBS PaineWebber, a financial
services firm, allegedly infected the company’s networ k with malicious code. The malicious code he used
is said to have cost UBS $3 million in recovery expenses and thousands of lost man hours. He was
apparently irate about a poor salary bonus he received. In retaliation, he wrote a program that would
deletefiles and cause disruptions on the UBS networ k. After installing the malicious code, he quit hisjob.
Following, he bought “ puts’ against UBS. If the stock price for UBS went down, because of the malicious
code for example, he would profit from that purchase. His malicious code was executed through a logic
bomb which isa program on a timer set to execute at predeter mined date and time. The attack impaired
trading while impacting over 1,000 serversand 17,000 individual work stations.



http://www.net-security.org/secworld.php?id=14247
http://go.usa.gov/9thQ

A Management Information Systems (M1S) professional at a military facility learns she is going to be let
go due to downsizing. She decides to encrypt large parts of the organization’s database and hold it
hostage. She contacts the systems administrator responsible for the database and offers to decode the
data for ten thousand dollars in “severance pay” and a promise of no prosecution. The organization
agrees to her terms before consulting with proper authorities. Prosecutors reviewing the case determine
that the administrator’s deal precludesthem from pursuing charges.

An excruciating legal saga cameto a close in May 2014, when former EnerVest IT administrator Ricky
Joe Mitchell of West Virginia was sentenced to four yearsin afederal prison for hisintentional sabotage
of his employer’s network. He was also ordered to pay $428,000 in restitution and $100,000 in fines. As
court documents showed, when Mitchell heard that his job with the oil and gas company was on the
chopping block, he didn’t go quietly; instead, he reset the company's servers to their original factory
settings and disabled cooling equipment for EnerVest’s systems, along with a data-replication process. As
aresult, EnerVest was unable to communicate r eliably with customers or conduct business oper ations for
a full month and was forced to spend hundreds of thousands of dollars on data recovery efforts. The
incident cost the company over $1 million, according to the prosecution.

Data T heft

A Chinese national—a programmer at Ellery Systems, a Boulder, Colorado software firm working on
advanced distributive computing software—transferred via the Internet, the firms entire proprietary
sour ce code to another Chinese national working in the Denver area. The softwar e was then transferred
to a Chinese company, Beijing Machinery. Subsequently, foreign competition directly attributed to loss
of the source code drove Ellery Systemsinto bankruptcy.

In Detroit a former security guard at General Motors was accused of taking employee social security
numbers and using them to hack into the company’s employee vehicle database. He was arraigned on
eight counts of obtaining, possessing, or transferring personal identity information, and on one count of
using a computer to commit a crime.




In Pune, India, police unearthed a major siphoning racket that involved former and present call center
employees. One of the employees—who had worked in the call center for sx months befor e quitting—had
the secret PIN codes and customer e-mail I Ds used to transfer money. In league with friends, the for mer
employee allegedly transferred the equivalent of three hundred and fifty thousand dollars from four
accounts of New Y ork-based customersinto their own accounts opened under fictitious names. They then
used the money to buy carsand electronics.

Zhangyi Liu, a Chinese computer programmer working as a subcontractor for Litton/PRC Inc., illegally
accessed senditive Air Force information on combat readiness. He also copied passwords that allow users
to create, change, or delete any file on the network, and then posted the passwor ds on the I nter net.

In Charlotte N.C., more than one hundred thousand customer s of Wachovia Corp. and Bank of America
Corp. had been notified that their financial records may have been stolen by bank employees and sold to
collection agencies. In all, nearly seven hundred thousand customer s of four banks may be affected.

A disgruntled employee is suspected of hacking a global networking consultancy’s computer systems and
then e-mailing staff confidential information about forthcoming restructuring plans. New York-based
networking consultancy ThruPoint, which partners with Cisco and KPMG spin-off BearingPoint,
confirmed that it is conducting an investigation into the embarrassing incident.

An engineer at an energy processing plant becomes upset with his new supervisor. The engineer’s wifeis
terminally ill and the related stressleadsto a series of angry and disruptive episodes at work that result
In probation. After the engineer’s being sent home, the engineering staff discovers that the engineer has
made serious modifications to plant controls and safety systems. When confronted, the engineer decides
to withhold the password, threatening the productivity and safety of the plant.
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Reports And Surveys Show A Continued Problem With The lnsider Thr eat

What Could An Insder Threat Incident Cost A Business?

How many companies could afford a $25 Million Dollar Penalty like AT& T suffered because of an
insider threat incident? The FCC penalty clearly sent a message, secure your data or befined.
FinesAT& T $25 Million For Privacy Breach-Insider Threat

Employee Sabotages Company's Network Servers

When Mitchell lear ned hewas going to befired in June of 2012 from the oil and gas company EnerVest
Operating, he “remotely accessed EnerVest’s computer systems and reset the company’s network servers
to factory settings, essentially eliminating access to all the company’s data and applicationsfor itseastern
United States operations,” a Department of Justice spokesper son wrotein arelease on his conviction.
“Before hisaccessto EnerVest’s offices could be terminated, Mitchell entered the office after business
hour s, disconnected critical pieces of...networ k equipment, and disabled the equipment’s cooling
system.” Asaresult of hisactions, the company permanently lost some of its data and spent hundreds of
thousands of dollarsrepairing equipment and recovering historical data. It took a month to bring the
company’s office back online, costing the company as much as $1 million in lost business.

Home Depot’s Former Security Architect Had History Of Techno-Sabotage



http://mobile.nytimes.com/blogs/bits/2015/04/08/f-c-c-fines-att-25-million-for-privacy-breach/?_r=4&referrer=
http://arstechnica.com/security/2014/09/home-depots-former-security-architect-had-history-of-techno-sabotage

FBI / Department of Homeland Security

f A recent (2014) FBI and Department of Homeland Security alert reported that employees with an

ax to grind are increasingly using Internet cloud services and other computer tools to hack their
current or former companies.

Companiesvictimized by current or former employeesincur _costs from $5,000 to $3 million.
According to the FBI our nation’s secrets are in jeopardy, the same secrets that make a company
profitable. The EBI estimates billions of U.S. dollars are lost to foreign competitors every year.
These foreign competitors deliberately target economic intelligence in advanced technologies and
flourishing U.S. industries. External data breaches by cyber criminals get a lot of attention,
but frequently insidersarerecruited by foreign competitorsto gather and steal a company’s data.

Verizon Data Breach Report (2015) (Sour ce)

f Aswith prior years, 55% of incidents were privilege abuse—which is the defining characteristic of

the internal actor breach. Insders abusing the access they have been entrusted with by their
organization, wasin virtually every industry.

f Financial gain and convenience wer e the primary motivatorsin 40% of incidents, whether the

insider planned to monetize stolen data by selling it to others (such aswith financial data), or by
directly competing with their former employer.

Insider Threats To Credit Unions (2015) (Sour ce)

Thelnsder Threat Survey Of Credit Unions Found:

f

f
f

83% of surveyed financial institutions admit their biggest concern is confidential information
transferred to unauthorized recipients.

52% say they areworried about sensitive data being transferred by use of removable media.

77% of all credit unions surveyed said they do not believe or were unsure if they had complete
protection regarding internal data threats.

62% stated they already have security controlsin place.



http://www.ic3.gov/media/2014/140923.aspx
http://www.fbi.gov/about-us/investigate/counterintelligence/economic-espionage
http://www.nationalinsiderthreatsig.org/pdfs/2015 Verizon Data Breach Investigation Report.pdf
http://www.cutimes.com/2015/04/08/credit-unions-concerned-about-insider-threats-surv

Insider Threats To Healthcar e (2015) (Sour ce)

The 2015 Vormetric Insider Threat Report Found:

f

f
f

f

92% of 102 U.S.-based healthcare IT decison makers surveyed said their organizations are ether
" somewhat" or more vulnerabletoinsider threats.

49% felt " very" or "extremely" vulnerableto insider threats.

48% of healthcare organizations experienced a data breach or failed a compliance audit in the past
year.

63% of healthcare I T decison makers said their organizations are planning to increase spending to
offset data threats.

SANS/ Spector soft Survey (2014, 2015) (Sour ce)

The SANS 2015 Survey On Insider Threats Found;

f

74% of the 772 I T security professionals surveyed said they're concer ned about insider threatsfrom
negligent or malicious employees.

32% said they have no ability to prevent an insider breach.

28% said insider threat detection and prevention isn't a priority in ther organizations.

44% of respondents said they don't know how much they currently spend on solutions to mitigate
insider threats.

45% said they don't know how much they plan to spend on such solutionsin the next 12 months.
69% of respondents said they currently have an incident response plan in place, but more than half
of those respondents said that plan has no special provisionsfor insder threats.

52% of survey respondents said they didn't know what their losses might amount to in the case of
an insgder breach.



http://www.vormetric.com/campaigns/insiderthreat/2015
http://www.esecurityplanet.com/network-security/74-percent-of-it-security-pros-worry-about-insider-threats.html

The 2015 Solar Winds Survey | nvestigates Insder Threatsto Federal Cyber security (Source)

f

f

f

More than half (53%) of federal IT Prosidentified careless and untrained insiders as the greatest
sourceof IT security threatsat their agencies, up from 42 percent last year.

Nearly two-thirds (64%) believe malicious insider threats to be as damaging as or more damaging
than malicious exter nal threats, such asterrorist attacks or hacks by foreign gover nments.

Further, 57% believe breaches caused by accidental or careless insders to be as damaging as or
mor e damaging than those caused by maliciousinsders.

Nearly half of respondents said government data is most at risk of breach from employees or
contractors desktops or laptops. Top causes of accidental insder breaches include phishing attacks
(49%), data copied to insecure devices (44%), accidental deletion or modification of critical data
(41%) and use of prohibited personal devices (37%).

The 2015 Vormetric Insder Threat Report Found: (Source) (Video)

f

93% of U.S. respondents said thelir organizations were somewhat or more vulnerable to insider
threats.

59% of U.S. respondents believe privileged user s pose the biggest threat to their organization.
Preventing a data breach is the highest or second highest priority for IT security spending for 54%
of respondents organizations.

46% of U.S. respondents believe cloud environments are at the greatest risk for loss of sensitive data
in their organization, yet 47% believe databases have the greatest amount of sensitive data at risk.
44% of U.S. respondents say their organization had experienced a data breach or failed a
compliance audit in the last year .

34% of U.S. respondents say their organizations ar e protecting sensitive data because of a breach at
a partner or a competitor.



http://www.solarwinds.com/resources/surveys/solarwinds-federal-cybersecurity-survey-summary-report-2015.aspx
http://www.solarwinds.com/resources/surveys/solarwinds-federal-cybersecurity-survey-summary-report-2015.aspx
http://www.solarwinds.com/resources/surveys/solarwinds-federal-cybersecurity-survey-summary-report-2015.aspx
http://www.nationalinsiderthreatsig.org/pdfs/Vormetric 2015 Insider Threat Report.pdf
http://www.nationalinsiderthreatsig.org/pdfs/Vormetric 2015 Insider Threat Report.pdf
http://www.nationalinsiderthreatsig.org/pdfs/Vormetric 2015 Insider Threat Report.pdf
http://www.pwc.com/en_US/us/increasing-it-effectiveness/publications/assets/2014-us-state-of-cybercrime.pdf
http://www.vormetric.com/resources/videos/2015-insider-threat-report

The 2014 U.S. State Of Cyber Crime Survey Found: (Source)

f Theincidentsthat typically fly under the mediaradar areinsider events.

f 28% of respondents pointed the finger at insiders, which includes trusted parties such as current
and former employees, service providers, and contractors.

f 32% say insder crimes are more costly or damaging than incidents perpetrated by outsiders. The
lar ger the business, the morelikely it isto consider insidersa threat; larger businessesalso are more
likely to recognize that insider incidents can be mor e costly and damaging.

f Only 49% of all respondents have a plan for responding to insider threats.

The 2014 Occupational Fraud And Abuse Report By The Association Of Certified Fraud Examiners
(ACEE) Found; (Sour ce)http://www.acfe.com/rttn/docs/2014-report-to-nations. pdf
f Companies lose 5 percent of revenue each year to fraud, which amounts to nearly $3.7 trillion
globally.
f The report pegged the median loss from fraud at $145,000. More than 1 in 5 of the almost 1,500
cases analyzed in mor e than 100 countries had employees walking away with at least $1 million.

GAOQO Report On Personnd Security Clearances

f A 2014 Government Accountability Office (GAO) report reviewed the dligibility of individuals
accessing classfied infor mation.

f Accessto classfied infor mation wasrevoked in 2009-2013 for mor e than 18,500 military and civilian
employees and contractors working for the Department of Defense (DoD), according to an audit.
(16,000 Military-Civilian Employees And For 2,500 contractor s).

f Thereport examined the most common reasons for revoking clearances by the DoD for fiscal year
2013. The top causes for civilian and military personne were criminal conduct, involvement with

drugs and personal conduct. Top reasonsfor contractorswere financial consderations and per sonal
and criminal conduct.



http://www.pwc.com/en_US/us/increasing-it-effectiveness/publications/assets/2014-us-state-of-cybercrime.pdf
http://www.pwc.com/en_US/us/increasing-it-effectiveness/publications/assets/2014-us-state-of-cybercrime.pdf
http://www.pwc.com/en_US/us/increasing-it-effectiveness/publications/assets/2014-us-state-of-cybercrime.pdf
http://www.acfe.com/rttn/docs/2014-report-to-nations.pdf
http://www.acfe.com/rttn/docs/2014-report-to-nations.pdf
http://www.acfe.com/rttn/docs/2014-report-to-nations.pdf
http://www.gao.gov/products/GAO-14-640

f Thereport also examined revocations by the Department of Homeland Security (DHS), although
only for fiscal year 2013. About 125,000 DHS civilian and military employees wer e eligible to access
classified information as of March 2014. DHS revoked €ligibility for 113 personnel during fiscal
year 2013 thereport said.

Organizations Lack Training And Budget To Mitigate Insider Threats
f A 2014 Insider Threat Survey conducted by Spectorsoft of 355 IT and security professionals
revealed the following;

f 61% stated they didn’t have the ability to deter an insder threat.

f 59% stated they couldn’t detect an insider threat.

f 60% of stated that they weren't prepared to respond to insder attacks.

f 35% stated that they had already experienced an insder attack, with 41% of those attacks
involving financial fraud, 49% of them involving a data leak, 16% involving intellectual
property theft.



http://media.scmagazine.com/documents/90/spectorsoft-2014-insider-threa_22395.pdf

You Are Only As Strong As Your Weakest Link
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CONTACT INFORMATION

Jim Hender son, CISSP, CCISO

CEO Insder Threat Defense, TopSecr etProtection.Com, Inc.

Insider Threat Program Training Course I nstructor

Cyber Security-Information System Security Program Management Training
Course Instructor

Cyber Threat-Insider Threat Risk Assessment Auditor / Analyst

Founder / Chairman Of The National Insider Threat Special Interest Group
888-363-7241 / 561-809-6800

Websites/ E-Mail Addresses

www.insider thr eatdefense.com

jimhender son@insiderthreatdefense.com

www.nationalinsiderthreatsig.org

jimhender son@nationalinsiderthreatsig.org
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